Cybersecurity

Risk Management

Framework '
o

o
@eT ENJOY SAFER TECHNOLOGY®



Presenter
Presentation Notes
Good afternoon colleagues and peers and welcome to my discussion and presentation on the Cybersecurity Risk Management Framework I intend to implement with your support. Today my goal is to show you how we will be working from the IT and Cybersecurity perspective to create a proper risk management model for the organization.


To Building an effective Risk Management
Framework

OOOOOOOOOOO
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Before we dive into how we will build an appropriate risk management framework – I want to go over quickly the 6 step process. Ultimately I hope to move quickly through the overview so we can move to showing the model in action where we will account for: 1) changes to personnel, 2) changes to the hardware/software/firmware, and/or 3) changes to the environment as applied to one security element.


The 6 Steps

1. Categorize

2. Selecting Security Controls
3. Implementation« -

4. Assess Controls

5. Authorize

6. Continuous Monitoring
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So, where do we begin. NIST calls out a 6 step process to effective Risk Management – those 6 Steps are as follows:

Categorize
Selecting Security Controls
Implementation
Assess Controls
Authorize
Continuous Monitoring

Each step in the process has a series of sub-steps and processes associated with them. For purposes of brevity and to get each of you back to your day jobs, we will not deep dive on any particular step, but I will attempt to provide high level overviews of each and if you have questions at the end of the presentation, I will be happy to address them at that time.


Step 1: Categorize

e Risk Executive (Function)

e Senior Leadership Buy-in & Support
* Organizational Sugport

« FIPS 199 as a Categorical Roadmap
* Info Types, Systems & Controls
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Speaking Points:

Security Categorization is the first element, and likely the most critical element of the Cyber Risk Framework establishment within our organization. This affects information security decisions for the Organization and for the individual systems contained within the entity. In order to adequately categorize the environment we need to look at 5 key areas:

Risk Executive
Sr. Leadership Buy-in & Support
Organizational Support
The NIST FIPS 199 Categorization Elements
Information Types, Systems and Controls


So, what do I mean by Risk Executive? All organizations need a comprehensive approach to manage risk. It is critical that we find ways to balance risk between the organization’s mission, day-to-day operations, business function and the actual information systems that provide the framework and foundation for the entity to execute its plan and accomplish its goals. By assigning Executive oversight to the “Risk” component of the business we are certain to have Executive buy-in and sponsorship as it pertains to the overall Cyber Risk Management posture of the organization.

This coupled with Sr. Leadership buy-in and support are critical to actual execution of the Risk Management Framework as a deliverable. Each Executive at our organization needs to understand and facilitate the risk management process – especially as we move through the categorization process. Errors in judgment at this state will ultimately result in improper scoping of the risk categorization requirements which will undermine the value of Risk Management at the end of the day. Further, Organizational support is the facilitation of a FIPS 199 cataloging process is an absolute requirement for success in the process. This is, and needs to be presented as such, an organization wide exercise that will help ensure that the process accurately captures the criticality, priority and sensitivity of Information and Information Systems that are fulfilling the organizational mission.

So, what is FIPS 199, you ask? FIPS 199 (Federal Information Processing Standard Publication 199, Standards for Security Categorization of Federal Information and Information Systems) is a United States Federal Government standard that establishes security categories of information systems used by the Federal Government, one component of risk assessment. It is from this, already established risk model categorization model that we can begin to outline and build our categorization template. As with anything governmental, it is extensive and fairly comprehensive and in order for us to build a comprehensive categorization model for our Risk Management Framework, we should seriously consider using this as our categorization roadmap. FIPS 199 also helps us to establish our impact matrix and identify those risks that are Low (defined as limited impact to the organization), Medium/Moderate (defined as having the potential for serious adverse effect on the business) and High (defined as those risks having severe or catastrophic potential effect on the business)

And finally – The categorization process will help us better identify and understand the Information Types, Information Systems and information Controls we are implementing into the environment. Would recommend here that we also forage into other pertinent and available resources from NIST like NIST SP 800-60 to assist us in mapping out data categorization effectively.



=  Categorization Road mapping Tools: FIPS

Defining Security Objectives

*Confidentiality *High
eIntegrity Y eModerate
*Avalilability Low
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FIPS 199 is a specific set of rules organized and published by NIST that establishes a framework for us to appropriately categorize and organize our information and information systems based on 3 key criteria: Confidentiality, Integrity & Availability. Couple this with a matrix approach of identifying impact factors as High, Moderate and Low and ultimately we will be able to identify a schema matrix to establish a risk posture. Taken out further, we can also establish “High Water marks” for categorizing risk with regards to systems and information itself – but more on that later. First, lets classify and understand how FIPS defines the three levers above:

Confidentiality can be defined as: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. In this interpretation a loss of confidentiality is the unauthorized release and/or disclosure of Information.
Integrity can be defined as: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. In this interpretation a loss of integrity can be defined as the unauthorized modification or destruction of data or information.
Availability can be defined as: Ensuring timely and reliable access to and use of information.  A loss of availability is the disruption of access to or use of information or an information system. 

Now lets take a look at the Potential Impact scoring criteria and how they are applied in the categorization model.

High: The Potential Impact is high if:
      The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 
AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries. 

Moderate: The Potential impact is moderate if: 
      The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries. 

Low: The Potential impact is low if:
      The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals. 

Later in this presentation and as part of my overall recommendation on approach I will outline a matrix that will call out 1 information asset associated with our Web Systems (Intranet & Extranet) to expressly display how we will use the matrix to categorize our risks on these assets.



Step 2: Security Controls Selection

Establishing Controls for

Authorized & Unauthorized Devices
Authorized & Unauthorized Software

Secure Configs for all Devices in Environment
Continuous Vuln Testing & Remediation
Controlled Use of Admin Privileges
Maint, Monitoring and Analysis of Audit Logs
Email & Web Browser Protections

Malware Defenses

Control & Limitation of Network Ports

Data Recovery Capabilities

Secure configurations of Network Devices (Firewalls, Router &

Switches)
Perimeter & Boundary Defenses
Data Protection

Controlled Access — Permissions Based
Wireless Access Control

Account Monitoring & Control

Security Skills Assessment

Security Training & Best Practices
Application Software Security

Physical Security

Incident Response

Incident Management

Penetration Testing

Establishment of “Red Team”

Red Team Exercises

Middleware, Cloud & Vendor Security Postures
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After we have delivered our categorization model & template it will be critical to establish a strong set of Security Controls for each item listed above in order to better understand our current and go forward postures. Again, I cannot understate the importance of Executive buy-in and Organizational support as we move to document, identify and set controls up for each of these critical areas. Each of the itemized bullets above represent “opportunities’ for cyber operatives to exploit our business and weaken our security posture, thereby increasing our exposure to risk. It is imperative that we move to shore up these threats and reduce our risk landscape by enacting appropriate controls and policies in these areas. For purposes of this presentation, you’ll notice that I have called out “Controlled use of Admin Privileges” as they pertain to our web and internet systems to use as our example for this process. I’ll touch on this specifically as we move to the final step – Continuous Monitoring and Change Management.


Step 3: Implementation

5 Steps to Robust Implementation

e Step 1 - Identify

e Step 2 - Protect N:
e Step 3 - Detect

e Step 4 - Respond

e Step 5 - Recover
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Once we have established our categorization templates and set in place our proper controls, next we will move to implement a security and risk management posture that correlates to the 5 steps above. From the categorization exercises we will quickly be empowered to identify all of our assets, resources, systems and components and will be prepared to build policy and procedure around how we will move to protect each individual piece of the puzzle. As specified by NIST in the NIST Cyber Framework each of the above steps can be described as:

Identify – Develop the organizational understanding to manage cybersecurity risk to systems, assets, data, and capabilities. The activities in the Identify Function are foundational for effective use of the Framework. Understanding the business context, the resources that support critical functions, and the related cybersecurity risks enables an organization to focus and prioritize its efforts, consistent with its risk management strategy and business needs. Examples of outcome Categories within this Function include: Asset Management; Business Environment; Governance; Risk Assessment; and Risk Management Strategy. 

Protect – Develop and implement the appropriate safeguards to ensure delivery of critical infrastructure services. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event. Examples of outcome Categories within this Function include: Access Control; Awareness and Training; Data Security; Information Protection Processes and Procedures; Maintenance; and Protective Technology. 

Detect – Develop and implement the appropriate activities to identify the occurrence of a cybersecurity event. The Detect Function enables timely discovery of cybersecurity events. Examples of 
outcome Categories within this Function include: Anomalies and Events; Security Continuous Monitoring; and Detection Processes. 

Respond – Develop and implement the appropriate activities to take action regarding a detected cybersecurity event. The Respond Function supports the ability to contain the impact of a potential 
cybersecurity event. Examples of outcome Categories within this Function include: 
Response Planning; Communications; Analysis; Mitigation; and Improvements. 

Recover – Develop and implement the appropriate activities to maintain plans for resilience and to restore any capabilities or services that were impaired due to a cybersecurity event. 
The Recover Function supports timely recovery to normal operations to reduce the impact from a cybersecurity event. Examples of outcome Categories within this Function include: Recovery Planning; Improvements; and Communications. 

Further – In accordance with the NIST Framework model, there are implementation Tiers that identify where an organization “measures up” on the preparedness scale. By the time we are through this process we hope that our Tier categorization according to NIST would fall in the Tier 4 or “Adaptive” categorization. In the 4 tier model, NIST identifies a Tier 1 rated organization as “Partial” – meaning that their risk management process, integrated risk management program and external participation are in the process of being developed. This is a fairly immature organizational status; Tier 2 is entitled “Risk Informed” which suggests that Management has approved the risk management practices but in terms of the Integrated Risk Management Program, little beyond organizational awareness has been attained and external; participation is limited. Tier 3 moves to a more mature status with an organizational perspective that risk management practices have been formally approved and there is an organization wide approach to implementation of the Integrated Risk Management Program. Additionally, in a Tier 3 designation external participation amongst partners and vendors is occurring. The Tier 4 designation (Our Goal) is mature and evolving based on lessons learned with new methodologies applied from the learnings. The Integrated Risk Management Program is baked into and part of the culture and vernacular and external participation is high with a specific objective geared towards active information sharing.




. Step 4: Assess Controls



Presenter
Presentation Notes
Moving quickly now to step 4 in the overall process as we look to Assessment it is imperative that we perform a post implementation assessment that nets us a “Tier 4” implementation grade – any less is unacceptable and suggests that our organizational maturirity model needs some review.

Tier 4 Assessment Criteria can be described as follows: (Highly Evolved, Agile and infinitely flexible)

This is our goal.

In order to achieve Tier 4 status as outlined in my prior slide post implementation – it is critical that we put in measures and accountabilities across the Risk landscape with regards to our Cyber and general security posture. As part of our go-forward plan to implement a robust Risk Management posture, we will be actively setting KPI’s and measurement targets for every action related to our security posture. Further, we will implement policies and procedures that will assist the organization in reaching maturity as quickly as possible. We will take a layered architectural approach and implement specific measures for accountability at each layer of the architecture. Further, these measures will roll-up directly to the organizational goals and desired outcomes set forth by the Board and Executive teams. Continuous monitoring and improvement tactics will be implemented such that we are not ever in a stagnant position with regards to our security posture.

In our assessment processes we will be looking to execute on the following objectives:

Determine scope of systems and assets supporting key lines of business or processes
Identify related systems, assets, regulatory requirements and/or compliance mandates
Identify threats, vulnerabilities, impact and likelihood that harms will occur
Benchmark business practices

And further as we assess controls we will help the organization

Evaluate controls and identify best practice paths for go forward operations
Understand security gaps and evaluate alternatives
Develop remediation roadmap





Step 5: Authorize

NIST’s Definition

Authorize information system operation based
upon a determination of the risk to
organizational operations and assets,
individuals, other organizations and the Nation
resulting from the operation of the
information system and the decision that this
risk is acceptable
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Read Definition aloud to presentation audience then…..


Here again we’ll call upon the Board and Executive staff to help us in the authorization of the systems, controls, processes, policies and procedures we have put in place. This will not be an annual exercise, but rather, an ongoing dialogue as tweaks and changes are made in an effort to keep key decision makers in the loop on how our environment is changing and how we are adapting and adjusting to landscape changes.


. The Authorization Process

Assembling the Authorization Package

1 S Crverview of security requirements, description of
Security Prn agreed-upon security conrols. and ofher supporting
secunity-refabed documents. AUTHORIZING
m + Sacurity cantrol assessment results and OFFICIAL
Assessment Report recormmended comactive actions for contral OR
Blan of Action + Measures planned fo comect weaknesses or s
and Milestones deficiencies and fo reduce or eliminale known
vulnerabiites.
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Once we have developed our POA&M matrix and documentation, we will move to create a comprehensive Authorization Package to forward to the Authorization authority. The security authorization package will consist of the security plan, the security assessment report and the POA&M. Ultimately this information will be used by the Authorization authority to make the risk based decisions on whether or not we are ready to proceed with our security plan. Further, any and all 3rd party documentation and materials will be provided as part of the SAP.







Obtaining Authorization

Letter of Authorization
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Once we have completed our categorization, controls selection, put forward an implementation plan and completed an initial assessment of our security posture for the item in question, we will prepare for submitting the package to the internal Authorization authority for final blessing and approval to put to spec’d solution in place. This package will contain the security plan, security assessment report and the POA&M as discussed from the prior slide. The package will be submitted to our final approving authority – in this case our EVP/COO, Chad Nelley who has final decision making authority to approve the package.


Step 6: Monitoring

Active Monitoring, Engagement and
Adjustment

The question is not “if” our company will be breached,
or even when. It has already happened. The real
questions are: is our organization aware of it, and how
well are we protected for the future?
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Each of the 5 prior steps are completely useless if we do not implement strategies and tactics to actively monitor our environments, systems, networks and physical passages. As part of our deliverable in the development of our Risk Management Framework we intend to incorporate specific active monitoring tools so that we can assess and understand what it transpiring in our environments at any given time and as part of this effort we intend to put in play active response and remediate plans in the event of a breach or discovered gap in our current security posture. We intend to monitor for the following and other risks to the environment:

Identity theft as a result of security breaches where sensitive information is stolen by a hacker or inadvertently disclosed, including such data elements as Social Security numbers, credit card numbers, employee identification numbers, drivers’ license numbers, birth dates and PIN numbers. 
Business interruption from a hacker shutting down a network. 
Damage to the firm’s reputation. 
Costs associated with damage to data records caused by a hacker. 
Theft of valuable digital assets, including customer lists, business trade secrets and other similar electronic business assets. 
Introduction of malware, worms and other malicious computer code. 
Human error leading to inadvertent disclosure of sensitive information, such as an email from an employee to unintended recipients containing sensitive business information or personal identifying information. 
The cost of credit monitoring services for people impacted by a security breach. 
Trademark or copyright infringement. 

Although not outlined here specifically – part of our ongoing plan with regards to Risk Management and Risk Mitigation will be active and regular mandatory training elements for staff, executives and partners alike to ensure that everyone is actively engaged in the art of mitigating ongoing risks associated with social engineering and obfuscation. From time to time we will actively “phish” our employee base to determine our readiness from a training perspective and to identify areas where, through active monitoring, we can effectively enact behavioral change throughout the organization.

So here again we have another multi-step process to effectively establish an ISCM (Information System Continuous Monitoring strategy) – The primary components of this process are as follows:

• Define an ISCM strategy; 
• Establish an ISCM program; 
• Implement an ISCM program; 
• Analyze data and Report findings; 
• Respond to findings; and 
• Review and Update the ISCM strategy and program. 

To borrow a quote directly from NIST Publication 800-137: A robust ISCM program thus enables organizations to move from compliance-driven risk management to data-driven risk management providing organizations with information necessary to support risk response decisions, security status information, and ongoing insight into security control effectiveness. 



Step 6: Monitoring

Accounting for changes in Personnel

o ,,__4'

NS
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So – How will we do it? By:

• Maintaining situational awareness of all systems across the organization; 
• Maintaining an understanding of threats and threat activities; 
• Assessing all security controls; 
• Collecting, correlating, and analyzing security-related information; 
• Providing actionable communication of security status across all tiers of the organization; and 
• Active management of risk by organizational officials. 


You’ll recall that earlier in the presentation I spoke about our focus and examples for accounting for changes with regards to our web and internet systems. So, how will we implement continuous monitoring and account for personnel changes that impact our operations as they pertain to controlled use of access credentials regarding our web and internet systems?

Through extensive policy and procedural documentation we will actively manage and continuously monitor our access credentials for employees that will interact and come in contact with our web and internet systems. At the information systems tier we will review the minimum monitoring/assessment frequencies established by organization and/or mission/business processes tier policy and determine if the minimum frequencies are adequate for a given information system. Our VP of IT will serve as the primary role for establishment and enforcement of the ongoing procedural overview, execution and will manage and oversee the development of specific policies that will be reviewed on an annual basis. I will act as the Authorizing official for these particular policies and procedures and will work directly with our VP of IT to ensure proper documentation and authorization is obtained for each system, policy and process. These access control changes will be maintained and documented through our IT Systems Logs as well as our HRIS database which houses our access credential levels for every employee. When there are changes to role or status as an employee, we will complete all proper change management tickets and submit to IT and HR through our ticketing systems. These tickets will serve as an audit trail for change management review. 


Step 6: Monitoring

Accounting for changes to the
hardware/sofiware/firmware
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Similarly, for managing and implementing continuous monitoring for systems not limited to hardware, software and firmware – Our Global CISO will be the Authorizing authority on all policies, procedures and change management review of any and all systems. According to our Global policy, all systems will undergo annual review for security posture and risk level. In support of these global policies, our VP of IT will serve as the primary role with responsibility to execute system updates, changes and replacement equipment to ensure that all changes are accurately documented and securely stored in archive. According to our Global policies, all systems will be reviewed and audited on a 24 month schedule or when significant changes are made that impact how said system interacts both behind the firewall and with public serving interfaces. In these instances, we will implement and activate 3rd party Penetration Testing from independent and accredited security vendors.

In the case of an unexpected event scenario related to the Controlled Use of Admin privileges occurs to our web and internet systems – such as a credential leak or insider abuse scenario, the primary responsibility for remediation and escalation will be the VP of IT and the primary Risk Executive that will support in the remediation will be the EVP/COO (ie: me) as well as the Global CISO. The VP of IT will develop the documented criteria and thresholds for event-driven assessments/authorizations (e.g., significant change procedures, policy and procedures on event-driven authorizations) and will submit to the Risk Executive (EVP/COO) and Authorization official (Global CISO) in these situations. 


Step 6: Monitoring

Accounting for changes to the
envirgr:iment
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And lastly for environmental changes in our mixed use facilities that house, interns, volunteers and 3rd party contractors will be subject to policy and procedural review every 2-3 years. Again, the primary roles for development, enforcement and monitoring policies will fall to the VP of IT and Director of Operations with authorization being given by the Global CISO where systems are concerned and the EVP/COO where local policies and procedures are concerned. Each of the above identified environment worker types will have well defined access levels, especially as they pertain to web and internet systems. These access credentials will be role based and will migrate change much like the personnel change management procedure described in the personnel changes that I presented moments ago.

Part of the deliverables for each of these change scenarios will be a comprehensive change management template. This will be a table driven document that outlines the following attributes:

Change Initiative Overview
Release Description
The Device Impact Sheet
Change Type & Applicability
Test Plan & Worksheet
Analysis Recommendation
Authorization Signature Sheet

These documents will be centralized and made available for review during independent audits and for Executive review at any time by the identified Risk Executive and 3rd party independent auditors.


Conclusions & Recommendations

Architecture Description PROCESS Organizational Inputs
Architecture Reference Maodels OVERVIEW Lawrs, Directives, Policy Guidance
Segment and Solution Architectures Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Poinf Supply Chain Considerations

Repeal as necessary

=l Stap 1 =

CATE i URIZE
Step 6 In‘forrnatittiystem Step 2
MONITOR —— N\ SELECT
Security Controls Security Controls
RISK
* MANAGEMENT *
FRAMEWORK
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS

‘ Security Controls ‘
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As we look to secure our environments and protect our business from cyber attacks and weaknesses – it is these processes that we intend to incorporate and reiterate against for the forseeable future. I have come before you today to explain, educate and provide insight to how we intend to proceed and move forward with our Risk Assessment modeling and our proactive approach to identifying, mitigating and reducing risk across our organization. With your approval today, we will proceed to move forward with this work effective immediately. At this point I am happy to take any questions and address any and all concerns.

Here you can see the entire framework and model with all 6 steps identified as well as the flow. This is the Risk Management framework that NIST has put forth as the leading standard for creating world class Risk Management and security operations. These are the standards that all Federal Agencies are held to for cybersecurity risk mitigation SOP’s. Hence, if the Federal Government has endorsed this model and is actively utilizing it for all Federal Agencies and recommending it for adoption by all State and Local agencies, I’m confident that our use of it and endeavor to Tier 4 “status” will prove invaluable in leading our organization to a proactive posture that will assist in reducing our overall risk and will ultimately reduce our Insurance premiums and overheads for data assurance.


-9
RISK COMPLIANCE

Meeting the requirements, head-on
Q&A Session

OOOOOOOOOOO

Thank You for your time.
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Thank you for your time and participation today. It our hope that through these 6 steps we will ultimately achieve the organization’s Risk Compliance objectives. 

Open the floor to questions:


	Cybersecurity �Risk Management Framework
	6 Steps 
	The 6 Steps
	Step 1: Categorize
	Categorization Road mapping Tools: FIPS 199
	Step 2: Security Controls Selection
	Step 3: Implementation
	Step 4: Assess Controls
	Step 5: Authorize
	The Authorization Process
	Obtaining Authorization
	Step 6: Monitoring
	Step 6: Monitoring
	Step 6: Monitoring
	Step 6: Monitoring
	Conclusions & Recommendations
	RISK COMPLIANCE

